Business Security & Loss Prevention
Paper Security

More money is lost through error than many companies may realize.  Errors occur from the moment products enter the system and humans process the numbers.  Many points of the paperwork process are vulnerable to paper losses.  Some paper losses cause a drain on capital other losses are created by errors that make a company’s listed profits look lower than their actual profits. One other loss that may occur as a paper loss is intentional fraud.  Each of these areas of potential loss add together to reduce the bottom line considerably.  But how do we protect our companies from paper losses?


IN DEALING WITH FRAUD:
· Review and tighten up hiring policies

· Audit your own books, don’t wait for an outside auditors to find your problems

· Keep an open door policy for employee thoughts and problems

· Be lenient on chain of command in employee reports, sometimes the problem is within the chain of command

· Be strong in verbal and written statements on fraud and company theft

· Make sure audit trails are strong and viewable in accounting procedures

· Create policies about double checking by two different independent sources in regards to money or property transfer

· Initiate double check signature rules for check writing, never pre-sign checks
· Secure your blank checks and signature stamps

· Rotate jobs to avoid collusion

· Run periodic physical inventories

· Have an outside auditor review your books annually
· Implement a purchase order system
· Assign deposit and account reconciliation functions to different people
· Eliminate petty cash
· Don't allow one person control over all of your accounting functions
· Deposit cash daily
· Do not allow personnel to go over one year without a vacation
· Have payroll times verified by department supervisor and periodically checked by an employee outside the department
· Review bank statements
· Review customer or vendor error statements
· Do not allow account transfers with out authorization
· Cancel invoices as paid
Fraud Indicators - Some Warning Signs

· Staff under stress without a high workload - marked personality changes 

· Always working late 

· Reluctance to take leave 

· Unexplained wealth or living beyond apparent means 

· Sudden change of lifestyle 

· Customer complaints of missing statements, unrecognised transactions 

· New staff resigning quickly 

· Cosy relationships with suppliers/contractors 

· Suppliers/contractors who insist on dealing with just one individual 

· Rising costs with no explanation 

· Key employees having too much control or authority without audit checks 

· Employees with external business interests 
IN DEALING WITH ERROR:

· Incorporate account review processes by someone in another department

· Incorporate software checks and duplication warnings
· Use physical scan and balance techniques

· Stress training and knowledge updating
· Incorporate a system of checks and balances

· Rotate jobs frequently to avoid boredom and errors

· Check all incoming items against packaging lists

· Check invoices against Vendor totals

· Check physical presence against inventories

Employee Security

Employee theft is one of the highest areas of company loss.  Employee theft ranges from the office employee that brings home paper, pencils and staplers to the office employee that takes part in fraud and monetary theft.  On the retail front employee theft is a well known occurrence.  Restaurants lose products such as steaks, wine and produce out the back door as well as losing profits through over portioning and free meals for staff and friends.  Retail stores lose money from the cash register, merchandise from the cooler and stock from the floor.
IN DEALING WITH EMPLOYEE THEFT IN STORES

· Monitor checkout area carefully.  Institute control policies.

· Use a system of monitored cash register sales.  

· Cameras work best but other common sense ideas such as no purses near the cash register, so opening of the cash register without a sale or managers presence will work wonders in control 

· Cash registers should be balanced at the end of a shift with one person responsible for the contents and errors.

· Back doors should be locked from the outside and alarm monitor internally so only emergency and authorized personal can use the door without sounding an alarm

· Policies of no large bags entering the premises, only wallets and purses which should be kept in a locker.

· Merchandise ordering should be checked by management

· Employees should not be able to ring up their own sale; if they are the responsible cashier they should have supervision or an alternating cashier on a second drawer for a lunch purchase.  Merchandise purchased to leave the store should be purchase from the next cashier on duty and employee should leave immediately just like any customer

· Surprise audits, inventories, register checks and other internal control policies should be used

· Camera monitoring tapes should be reviewed

· Out of the way areas where merchandise and cash may be stashed should be periodically checked:

· such as trash baskets, under bags, under coats/smocks or aprons, enclosed cases such as metal bakery cases, under deli cases, and in magazine/newspaper stacks

· Trash should be in clear plastic bags and should be checked by two people before removal from store.

· Know what your inventory shrinkage is, perform regular inventories and let your employees know the results, offer employee rewards for loss reduction
· Inventories should be organized with pre-inventory cleaning and merchandise organization 

· Area inventories (shoplifting and employee theft hot spots) should occur more often than full physical inventories

· Inventories should be supervised by management and should not be performed by one person repetitively

· Policies should be reviewed and signed by employees with copies of regulations and retribution posted for review

· Never leave employees alone in the store

· Refunds, voids and other credits should be verified by management or supervisory personnel

· Store and register keys should not be left out or left in the  register

· Periodic physical visits during employee store closing should be made

· Offer employee discounts on merchandise

IN DEALING WITH EMPLOYEE THEFT IN OFFICES

· Occasionally order supervised (and surprise) employee desk relocation or area cleaning to uncover theft

· Be open with employees on what office theft does to your bottom line and their potential payroll raises

· Offer incentive raises for reduction of losses both in paper losses, office supply and fraud awareness

· Follow through on incentives and moral building programs 

IN DEALING WITH EMPLOYEE THEFT IN RESTAURANTS
· Use a system of monitored cash register sales.  

· Cameras work best but other common sense ideas such as no purses near the cash register, no opening of the cash register without a sale or managers presence will work wonders in control 

· Cash registers should be balanced at the end of a shift with one person responsible for the contents and errors.

· Meal tickets should be numbered and corresponding register receipts attached

· Back doors should be locked from the outside and alarm monitor internally so only emergency and authorized personal can use the door without sounding an alarm
· Inventory should be taken regularly
· Merchandise ordering should be checked by management

· Policies of no large bags entering the premises, only wallets and purses which should be kept in a locker

· Employees should not be able to ring up their own sale, if they are the responsible cashier they should have supervision or an alternating cashier on a second drawer

· Portion control should be watched


IN ALL SITUATIONS

· Review and strengthen Human Resources policies on hiring

· Run background checks consistently
· Verify previous employment

· Use any current tools and resources to hire the best employees possible
Customer Security

Shoplifting goes along with employee theft in creating those large losses that business finds are ruining there bottom line.  Customer theft is an assumed loss in the retail sector.  It is calculated as a given loss.  Managers are told your loss percentage should remain under 1% or 5%; companies have given up on controlling this portion of their losses.  But how do we keep our losses under this amount or even dig in and reduce this expected loss?

IN DEALING WITH CUSTOMER THEFT:

· The use of cameras is a deterrent to the thief, they will not steal in the presence of an employee or a camera unless they feel no one is watching

· Make sure store cameras show monitors that are being viewed so that potential thieves know they are being watched

· Security guards or employees that walk the floor are a good deterrent to theft 

· Having employees walk around straightening up merchandise and talking to customers can save you a lot of money

· Post your policy on shoplifting where it can be seen by customers

· Have cashiers watch shoppers when they are not ringing up customers

· Teach every employee to notice and speak to customers

· Place security near the door to catch “runners”

· Review with your staff on what to do if they suspect a shoplifting...  Many times an “I’m sorry did you want to buy that?” does wonders in deterring a shoplifter
· Review store design and setup for potential trouble spots and reset store with viewing and traffic in mind
· Make sure store is set with all paths leading past the registers or security areas


Vendor Security

Many businesses do not even think of this area of theft.  Grant it this area may be smaller than employee or customer theft, but it adds greatly to your losses.  This is an area that should not be over looked in your loss prevention measures.

IN DEALING WITH VENDOR THEFT

Write all orders yourself; do not let sales reps order your merchandise.  This can lead to overstocks/under stocks, lost sales and poor turnover
· Check all invoices, packing slips or bills of lading carefully against merchandise that enters your business
· Make sure you know where it goes and if it ends up where it belongs
· Do not allow vendors to walk out with covered cases, all packing cases should be open and viewable or flattened
· Make sure a company employee stays with vendors as orders are being delivered 
· Make sure doors are not left open and unsupervised as orders are moving in and vendors are going out
· Check invoices carefully against what was ordered with questions on missing items and requests for returns on any items not ordered
· Check invoice for proper prices, price extensions and totals
· Record invoices that have come in as they arrive to give to accounting
· Record and check credit slips carefully
· Create a good rapport with your vendors but make checks and balances a way of life 
External Theft

External theft is an area we do not want to think about.  We hope we never have a break in and totally dread the thought of a robbery.  No one is totally safe from external theft but we can do everything in our power to safeguard ourselves.

IN DEALING WITH BREAKING AND ENTERING

· Use all security precautions available for your type of business
· Keep security devices up to date and in working order

· Do not save money with cheap and possibly defective equipment that could cost you more when they fail to prevent a breaking and entering
· Analyze what you need and work with security specialists to make sure you have the best for your particular business
· Video, access control and alarm products should be geared to your needs and yes they will prove a deterrent in breaking and entering
· Use signs to let the potential robber know you have surveillance equipment and alarms on the premises
IN DEALING WITH ROBBERY

· Keep money in the register to a minimum at all times with drops into a secure safe and regular money transfers to the bank

· Train and refresh employee training on a regular basis in “what to do in the event of a robbery.”
· Standing still and remaining quiet has saved many people’s lives during a robbery attempt

· Teach employees to watch, and talk to customers, to let them know they have been observed
· In the event of a suspicious person leaving a phone off the hook as if someone is on the other end has helped deter the crime

· Cameras right at the register not only keep the employees from stealing but can deter a robbery attempt.

· A sign on the camera that the room is being monitored from offsite with any tampering setting off an immediate alarm at police headquarter, may help

· Avoid having back routes out of your business so a thief must go out a main route 

· Keep register area viewable from windows so anyone outside can view a robbery attempt

In conclusion we want to stress training, organization, checks and balance, reviews, awareness, morale, analysis and advanced loss prevention tools.
Thank you,

We hope this has been of help.

The management

Walesby Systems

